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 Precautions Data loss prevention (DLP) solutions provide a range of protection mechanisms that can help mitigate potential data leakage and data loss. There are four main types of data leakage: accidental, deliberate, malicious, and informational. Although most security solutions are capable of dealing with these types of data leaks, there is a hierarchy of solution detection that needs to be followed to
ensure that the detection occurs at the correct level of risk. Types Malware Malicious software (or malware) is computer code that is used to carry out attacks (crimes) on computer systems. The attacks include stealing or destroying data, inducing error conditions, or circumventing access controls. Malware includes viruses, Trojan horses, worms, spyware, adware, and malicious websites. Virus A virus
is a computer program that is designed to replicate itself, often by modifying other programs or documents, and transmit itself to other computers. Virus software, sometimes referred to as anti-virus software, is a computer program used to identify and remove viruses. A virus may reside dormant in a computer, waiting for a computer user to click on a link or perform some other action that causes the

virus to replicate itself. A very common way a virus spreads is by attaching itself to another program or file, usually as a hidden file or comment in the program. Trojan horse A Trojan horse is a type of malicious software that is disguised as a useful program or file. It may be a file that appears to be a routine or important document, but has been infected by a virus. When opened, the virus
immediately takes over the computer. A Trojan horse is usually triggered by unsuspecting users opening or downloading it, often by clicking on a link in an email message. Worm A worm is a computer program that replicates itself through a network. It may be able to copy itself to all computers in a network. A worm is usually a self-contained program; it does not need to be attached to another file or

program to function. It can also be passed as a file attachment on email, or on a website. Once it has infected one computer, it may then be downloaded to other computers in the network. Worms can also be created to deliver a virus payload to computers. This type of worm is generally used by hackers to gain access to a computer, or to the networks of other people or organizations. Spyware
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